Abstract-This paper compares implementations of elliptic of both types of curve-based cryptosystems on the same FPGA and hyperelliptic curve cryptography (ECC and HECC) on an platform is of interest. While experts agree that bit-sizes for FPGA platform. We use the same low-level blocks to implement HECC parameters (with curves of genus 2) offer the same the basic operations and we choose the bit-lengths so that both ty as two tim systems have equal security levels. The results are in favor of securi HEC es longer bit-sizes for ECC, it iS stll unclear HECC. Our HECC implementation is slightly larger than ECC, whether HECC could outperform ECC. The reason is that but at the same time around 35% faster.
flexibility of hardware implementations is quite limited [14] . genus g 2 over GF(2T), which is defined by an equation Therefore, one often chooses an FPGA platform that combines of the form: C : y2 + h(x)y = f(x) in GF(2n) [x, y] , the benefits of both, software and hardware.
where h(x) C GF(2n) [x] is a polynomial of degree at most g For HECC (or ECC) two types of fields are being considered and f (x) is a monic polynomial of degree 2g + 1. For genus i.e. binary and prime fields. There exist practical implementa-2 curves, in the general case the following equation is used:
tions on both types of software platforms (general purpose or y2+(h2X2+hix+ho)y = 15+f4x4+f3x3+f2X2+flX+fo. embedded processor) and hardware devices, such as FPGAs.
For our implementation we used so-called type II curves [4] ,
The first complete hardware implementation of HECC was which are defined by h2 = 0, h1 :t 1. More precisely, those
given by Boston et al. [3] and it was further improved by curves allow for much faster doublings than for a general Clancy [5] . Kim et al. [8] The main operation in any curve-based primitive is the of ECC includes [7] , [9] , [12] , [13] . scalar multiplication. The hierarchical structure for operations When one considers the hierarchy of operations for ECC required for implementations of curve-based cryptography is and HECC, it is clear that the efficiency of both is heavily given in Fig. 1 Table I . The top-level architecture is similar for the ECC and the C. Modular Inversion HECC designs. They both use two finite field operation blocks
The modular inversion is performed using Fermat's little (a Montgomery multiplier and an adder) and four Finite State theorem. In the modular inversion FSM (see Figure 4) one Machines (FSMs). Figure 2 shows the schematics of the top-multiplication is performed in every state. This corresponds to level architecture. The main controller FSM consists of 13 2n-3 multiplications for one modular inversion. Microelectronics Journal, 34:975-980, 2003. performances. Yet, Table III 
